Konica Minolta Security Technical Support Paper Version 10.7 Attachment Sheet

Function List for each model

<Color MFP>
C360i/C300i/ | C4050i/ | C3320i | C4000i/ [ C650i/C550i/ | C750i | C287i/C257i/ | C450iS/C360iS/ C751i/ C451i/C361i/ | C4051i/ | C3321i | C4001i/ | C4751i
C250i C2350i C2300i C450i C227i CR00iS/C250iS CAS51i/C551i CR01i/C251i C3351i C2301i
I. Securitv for pav phone lines
1. Securitv for FAX lines Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Enter the address twice Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Chain dial Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Address confirmation screen displaved Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. Multiple addresses prohibited Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
6. Version Transmission to verifv destination device Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
II. Securitv for LAN connection
1. Handlina network protocol Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. User authentication Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Device manaaement securitv throuah the network
(1) Securitv when reaisterina whole address book Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
(2) bizhub OpenAPI Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Encrvotion of data communication Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. OQuarantine network support Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
6. Two-wav certificate verification Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
7. Dealina with viruses Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
8. Virus scan function Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
9. Dealina with external viruses on USB memorv Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
10. Routine monitorina of Linux kernel Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
11. Separatina from USB I/F path Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
12. Se_paratlon of the communication between wireless LAN Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
and wired | AN
lll. Securitv for data in main MFP unit
1. Securitv for imaae processina and output processina Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2.Feature for overwriting and deleting temporary saved HDD
data
ig‘:ﬂﬂere data deletion when discarding HDD, SSD, and Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4.Feature for outputtina reports after deletina all data Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. Protectina HDD data bv encrvption Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
6.Protectina SDD bv self-encrvotion Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
7. Encrvotina PDF files Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
8.User authentication
(1) Authentication function bv external server and device Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
(2) Manaaement of upper limitation of coov/print per Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
(3) Management of authentication and upper limitation Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
hv color and R/W
9.Box securitv and utilization Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
10.Encrvotina E-mail data Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
11.Sianature feature for E-mail Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
12.Scan to Me. Scan to Home & Scan to Authorized Folder Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
13.Access management with audit loa Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
14.Usina a certified encrvotion module Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
15.Protectina data with TPM Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
1IV. Output data securitv
1. Coov Protect feature
(1) Copv protection print feature Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
(2) Copov auard feature / Password coov feature Yes Yes Yes - Yes Yes Yes
V. Authenticator
1. Securitv for data involved with biometric authenticator Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Authentication and print (one-touch securitv print) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
VI. Securitv for connectivitv with mobile devices
1. Securitv for AirPrint Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Securitv for Mopria Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Securitv for Gooale Cloud Print Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Securitv for Konica Minolta Print Service Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. Securitv for PaaeScopne Mobile Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
VIL. PKI card authentication svstem
1. Loa-in usina PKI card Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. LDAP search usina PKI card Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. SMB transmission usina PKI card Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. E-mail transmission usina PKI card (S/MIME) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. PKI card print Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
6. Scan to Me / Scan to Home Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
VIII. Securitv concernina MFEP self-protection
1. Firmware verification feature Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
IX. Securitv for CS Remote Care
1. Basic securitv and collected data Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Securitv when usina an LTE device Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. E-mail securitv Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. HTTP communication security Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. DCA securitv Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
X. Securitv involvina bizhub Remote Panel
1. Communication. connection triaaer Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Authentication Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Access Code Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Audit log Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
XI. Securitv for World Wide Remote Service Platform
1. Communication between WWRSPF and MFP Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Communication between WWRSPF and XMPP PF (MFP-
indenendent)
3. Communication between XMPP PF and MFP Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Communication from WWRSPF to MFP Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. Linkina WWRSPF and CSRC (MFP-independent)
6. Communication using RSA (Remote Service Agent) (MFP-
indenendent)
7. Registration of RSA Edge, and acquisition of information
required for connection of RSA Cloud and AWS loT (MFP-
indanandant)
8. Communication between RSA Edge and RSA Cloud (MFP-
indenendent)
9. Communication between RSA Edge and AWS loT (MFP-
indenendent)
XI1. Securitv involvina bizhub Remote Access
1. Pairing Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Communication. connection triager Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Automatic disconnect from timeout Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Securitv in administrator mode Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. Securitv following a disconnection during remote Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
6. Security when usmg l,)Oth user authentication and Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
denartment authentication
XIIl. Securitv for CSRA (CS Remote Analvsis)
1. HTTP communication securitvy Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
XIV. Security concerning MFP intearated SaaS GW
1. Communication between SaaS GW and the cloud Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Communication protection and encrvotion Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Preventina impersonation Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
XV. Securitv concerning CWH
1. 2-wav HTTPS communication security Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. 1-wav HTTPS communication securitv Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
XVI. Protection of user information
1. Restrictions on displav of personal information Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Administrator password settings Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Quick IP filterina Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Displav of shortcut to Quick Securitv Settinas Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
XVII. Securitv concerning Fleet RMM
1. Communication safetv
2. Access restriction
3. Data management Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Electronic sianature
5. Precautions against viruses
XVIII. Securitv concerning MarketPlace
1. Cookies Yes Yes Yes *23 Yes Yes Yes Yes Yes Yes Yes Yes *23 Yes
2. Encrvption Yes Yes Yes *23 Yes Yes Yes Yes Yes Yes Yes Yes *23 Yes
3. Account creation Yes Yes Yes *23 Yes Yes Yes Yes Yes Yes Yes Yes *23 Yes
4. Analvtics Tools Yes Yes Yes *23 Yes Yes Yes Yes Yes Yes Yes Yes *23 Yes
5. DDoS Protection Yes Yes Yes *23 Yes Yes Yes Yes Yes Yes Yes Yes *23 Yes
6. Konica Minolta MarketPlace Apps Yes Yes Yes *23 Yes Yes Yes Yes Yes Yes Yes Yes *23 Yes
(Reference)
HDD encrvption Alaorithm (AES)
SSD encryption Algorithm (AES) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
(AES256) (AES256) (AES256) (AES256) (AES256) (AES256) (AES256) (AES256) (AES256) (AES256)
uSD encryption Algorithm (AES) Yes Yes Yes Yes Yes
(AES256) | (AES256) (AES256) (AES256) | (AES256)

*23: C3300i and C3301i are not subported.
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* No update made from Version 10.6.

<B/W MFP>
958/808/ | 306i/266i/ | 650i/550i/ 750i 4750i/ 4700i 950i/850i | 751i/651i/ | 4751i/ 4701i
758 246i/226i | 450i/360i/ 4050i 551i/451i/ | 4051i
200 2E1i/2015

1. Securitv for pav bhone lines
1. Securitv for FAX lines Yes Yes Yes Yes Yes Yes Yes Yes
2. Enter the address twice Yes Yes Yes Yes Yes Yes Yes Yes
3. Chain dial Yes Yes Yes Yes Yes Yes Yes Yes
4. Address confirmation screen disolaved Yes Yes Yes Yes Yes Yes Yes Yes
5. Multinle addresses prohibited Yes Yes Yes Yes Yes Yes Yes Yes
6. Version Transmission to verifv destination device Yes Yes Yes Yes Yes Yes Yes Yes
1l. Securitv for LAN connection
1. Handlina network protocol Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. User authentication Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Device manaaement securitv throuah the network

(1) Securitv when reaisterina whole address book Yes Yes Yes Yes Yes Yes Yes Yes

(2) bizhub OpenAPI Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Encrvotion of data communication Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. Ouarantine network support Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
6. Two-wav certificate verification Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
7. Dealina with viruses Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
8. Virus scan function Yes Yes Yes Yes - Yes Yes Yes -
9. Dealina with external viruses on USB memorv Yes Yes Yes Yes Yes Yes Yes Yes
10. Routine monitorina of Linux kernel Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
11. Separatina from USB I/F path Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
12. Selparatlon of the communication between wireless LAN Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
and wired 1 AN
IlI. Securitv for data in main MFP unit
1. Securitv for imaae processina and output processina Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2.Feature for overwriting and deleting temporary saved HDD Yes
data
i;ﬁ(::l?:ete data deletion when discarding HDD, SSD, and Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4.Feature for outputtina reports after deletina all data Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. Protectina HDD data bv encrvption Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
6.Protectina SDD bv self-encrvotion Yes Yes Yes Yes - Yes Yes Yes -
7. Encrvotinag PDF files Yes Yes Yes Yes Yes Yes Yes Yes
8.User authentication

(1) Authentication function bv external server and device Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

(2) Manaaement of upper limitation of copv/print per Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

(3) Management of authentication and upper limitation Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

bv colar and R/W
9.Box security and utilization Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
10.Encrvptina E-mail data Yes Yes Yes Yes Yes Yes Yes Yes
11.Sianature feature for E-mail Yes Yes Yes Yes Yes Yes Yes Yes
12.Scan to Me. Scan to Home & Scan to Authorized Folder Yes Yes Yes Yes Yes Yes Yes Yes
13.Access management with audit loa Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
14.Usina a certified encrvotion module Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
15.Protectina data with TPM Yes — Yes Yes Yes Yes Yes Yes
1V. Outout data securitv
1. Coov Protect feature

(1) Copv protection print feature Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

(2) Copv auard feature / Password coov feature Yes - Yes Yes Yes Yes Yes Yes
V. Authenticator
1. Securitv for data involved with biometric authenticator Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Authentication and print (one-touch securitv print) Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
VL. Securitv for connectivitv with mobile devices
1. Securitv for AirPrint Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Securitv for Mopria Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Securitv for Gooale Cloud Print Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Securitv for Konica Minolta Print Service Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. Securitv for PaaeScobe Mobile Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
VII. PKI card authentication svstem
1. Loa-in usina PKI card Yes - Yes Yes Yes Yes Yes Yes
2. LDAP search usina PKI card Yes - Yes Yes Yes Yes Yes Yes
3. SMB transmission usina PKI card Yes - Yes Yes Yes Yes Yes Yes
4. E-mail transmission usina PKI card (S/MIME) Yes - Yes Yes Yes Yes Yes Yes
5. PKI card print Yes - Yes Yes Yes Yes Yes Yes
6. Scan to Me / Scan to Home Yes Yes Yes Yes Yes Yes Yes Yes
}M- Securitv concernina MFP self-protection
1. Firmware verification feature Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
IX. Securitv for CS Remote Care
1. Basic securitv and collected data Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Securitv when usina an LTE device Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. E-mail securitv Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. HTTP communication securitvy Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. DCA securitv Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
X. Securitv involvina bizhub Remote Panel
1. Communication. connection triaaer Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Authentication Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Access Code Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Audit loa Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
XI. Securitv for World Wide Remote Service Platform
1. Communication between WWRSPF and MFP Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Communication between WWRSPF and XMPP PF (MFP-
indenendent)
3. Communication between XMPP PF and MFP Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Communication from WWRSPF to MFP Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. Linkina WWRSPF and CSRC (MFP-independent)
6. Communication using RSA (Remote Service Agent) (MFP-
indenendent)
7. Registration of RSA Edge, and acquisition of information
required for connection of RSA Cloud and AWS loT (MFP-
indanandant)
8. Communication between RSA Edge and RSA Cloud (MFP-
indenendent)
9. Communication between RSA Edge and AWS IoT (MFP-
indenendent)
XIl. Securitv involvina bizhub Remote Access
1. Pairina Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Communication. connection triaaer Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Automatic disconnect from timeout Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Securitv in administrator mode Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. Securitv followina a disconnection durina remote Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
6. Security when usn_ng l_)oth user authentication and Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
denartment authentication
XIll. Securitv for CSRA (CS Remote Analvsis)
1. HTTP communication securitv Yes Yes Yes Yes Yes Yes Yes Yes Yes
XIV. Securitv concernina MFP intearated SaaS GW
1. Communication between SaaS GW and the cloud Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Communication protection and encrvotion Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Preventina impersonation Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
XV. Securitv concernina CWH
1. 2-wav HTTPS communication securitv Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. 1-wav HTTPS communication securitv Yes Yes Yes Yes Yes Yes Yes Yes Yes
XVI. Protection of user information
1. Restrictions on displav of personal information Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Administrator password settinas Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Ouick IP filterina Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Displav of shortcut to Ouick Securitv Settinas Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
XVII. Securitv concernina Fleet RMM
1. Communication safetv
2. Access restriction
3. Data manaaement Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Electronic sianature
5. Precautions against viruses
XVIII. Securitv concernina MarketPlace
1. Cookies Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
2. Encrvption Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
3. Account creation Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
4. Analvtics Tools Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
5. DDoS Protection Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
6. Konica Minolta MarketPlace Apbps Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
(Reference)
HDD encryption Algorithm (AES) O

(AES256)
SSD encryption Algorithm (AES) O O O O O O O
(AES256) (AES256) | (AES256) | (AES256) (AES256) (AES256) | (AES256)
uSD encryption Algorithm (AES) O O O
(AES256) (AES256) (AES256)
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<Color/Monochrome Production Print machine>

bizhub
PRO 1100

Accurio Press
6136/6120/
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AccurioPress
C14000/C1200
[

AccurioPress
C14000/C1200

[
+ I1C-610

AccurioPress
C€14000/C1200
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AccurioPress
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0

AccurioPress
C€7100/C709

0
+ 1C-609

AccurioPress
C€7100/C7090

+1C-319/318L

AccurioPress

C4080/4070

AccurioPrint
C4065

AccurioPress
C4080/4070
AccurioPrint

AccurioPress

C4080/4070

AccurioPrint
C4065

AccurioPress
6272P

AccurioPrint
2100

AccurioPress
7136/7120/
7136P

AccurioPress
C€14010/C1201
0/C10500

AccurioPress
C€14010/C1201
0/C10500
+1C-614

AccurioPress.
C€14010/C1201
0/C10500
+1C-322/323

AccurioPress.
C€14010/C1201
0/C10500
+1C-320/320b

AccurioPress

C5080/5070

AccurioPrint
C5065

AccurioPress.
C5080/5070
AccurioPrint

C5065

AccurioPress

C4080/4070

AccurioPrint
C4065

| Security far nav nhone lines

Security for FAX linec

Enter the addrass twice

Chain dial

Address confirmatian screen disnlaved

RaNEN=

Multinle addrecsec nrohihited
Version T i t0 verifu destination device

Securitv for | AN connection

Handlina network nrotocol

Yes

Yes

Yes

Yes

Yes

User authentication

Yes

Yes

Yes

Yes

Yes

Ny =

Devica cacurity throuch tha natwark

(1) Securitv when reaisterina whole address hook

(2) bizhub OpenAPI

A7

A7

A7

A7

A7

Yes

Yes

Yes

Yes

Yes

Encrvntion of data communication
0 natwark cunnart

Twa-wav certificate verification

Yes “19
Yes

Yes “19
Yes

Yes “19
Yes

Yes “19
Yes

Yes “19
Yes

Virus scan function

Dealina with eytarnal virnsac on ISR mamany

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

4
&
3
7 Dealina with virusas
]
a
1
1

0. Routine monitorina of Linux kernel
1 fram 1ISR I/E nath

Yes

Yes

Yes

Yes

Yes

12. Separation of the communication between wireless LAN
and wirad | AN

Wl_Security for data in main MEP unit

1_Securitv for image nracessina and outnut nracessina

2 Feature far overwriting and deleting temnarary saved HDD

3.Complete data deletion when discarding HDD, SSD, and

micraSn

4 Feature for ina renorts after deletina all data

5. Protecting HDD data by encryption

6 Protecting SDD hy salf-ancruntion

7 Encruntina PDF filac

R lser authentication

(1) Authentication function hv external server and device

(2) Management of unner limitation of canv/nrint ner

(3) Management of authentication and upper limitation
b colnr and BIW

9 Rox sacurity and

10 Encrunting F-mail data

11 Sianature featura for F-mail

12 Scan to Me_Scan to Home & Scan to Authorized Folder

13 Accass with audit lna

14 1Icinn a cartified encruntinn madule

15 Pratacting data with TPM

IV_Outnut data security

1_Conv Protect featura

(1) Conv nrotection nrint feature

(2) Canv anard featura / Paccward conu featira

\/_Authenticatar

1_Securitv for data involved with hiometric authenticator

2 _Authenticatinn and nrint (ana-tanch sacurity nrint

Yes *21

Yes *21

VI Sacurity far cannactivity with mohile davicac

1_Security for AirPrint

2 Sacurity for Manria

3 Security far Gonale Clond Print

4_Securitv for Konica Minolta Print Service.

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

5. Securitv for PageScone Mobhile

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

VII_PKI card authentication svstem

1_lan-in usina PKI card

2 I DAP search usina PKI card

3 SMR uicina PKI card

4 F-mail i using PKI card (S/MIMF)

S_PKI card nrint

A _Scan ta Me / Scan tn Home

[Vill_Securitv cancernina MEP self. tion

1_Firmwara varificatinn faature

IX_Sacuritv for CS Ramata Cara

1_Rasic security and collected data

Yes

2 Security when tising an | TE devica

Yes

3 _F-mail sacurity.

Yes

4_WTTP communication sacurity

5. DCA security

Yes

X_Security involving hizhih Remate Panel

1_Communication_cannaction trianer

es

es

es

Yes

es

es

es

es

es

es

2_Authentication

es

es

es

Yes

es

es

es

es

es

es

3 Accecs Cade

es

es

es

Yes

es

es

es

es

es

es

4 Audit lna

es

es

es

Yes

es

es

es

es

es

es

XI_Security for World Wide Remate Service Platfarm

1_Communication hatwean WWRSPE and MED

2. Communication between WWRSPF and XMPP PF (MFP-

2_Communicatinn hatwean XMPP PE and MED

4_Communication from WWRSPF tn MED

S_linkina WWRSPE and CSRC (MEP—indanandant)

6. Communication using RSA (Remote Service Agent) (MFP-

7. Registration of RSA Edge, and acquisition of information
required for connection of RSA Cloud and AWS loT (MFP-

8. Communication between RSA Edge and RSA Cloud (MFP-

9. Communication between RSA Edge and AWS loT (MFP-

XIl_Security involvina hizhuh Remate Access

1_Pairina

2 Communication_cannection trinaer

3_Autamatic diccannact fram fimenut

4 Securitv in administrator made.

S. Security following a disconnection during remote operation

6. Security when using both user authentication and

authanticatinn

[Xill_Security far CSRA (CS Remate Analvsis) I

[i_4TTP commumication security I

XIV_Sacuritv cancarnina MEP i SaaS GW

1_Communication hetween SaaS GW and the cloud

2_Communication nratection and ancruntion

3 Preventing imnersanation

[XV_Securitv concernina CWH I

1_2-wav HTTPS communication security |

Yes

Yes |

Yes

Yes

Yes

Yes

Yes

[ 1-wav HTTPS communication sacurity I

Yes

Yes I

Yes

Yes

Yes

Yes

Yes

XVI_Pratection of user informatian

1_Restrictions on disnlav of nersanal information,

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

2 ini nassward settinac

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

3_Ouick IP filtering

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
Yes *24

Yes

Yes

4 Dicnlav of charteut ta Ouick Security Settinas

Yes
Yes *24

Yes
Yes *24

Yes
Yes *24

Yes
Yes *24

Yes
Yes *24

Yes
Yes *24

Yes
Yes *24

XVl Security concernina Fleat RMM

Communication safety
Access rectriction

Data

Flactranic sianatire
Precautions anainst viruses

NN =

XVIIl. Securitv concernina MarketPlace

Cookies.
Encrvotion

Account creation

Analvtics Tools

DDoS Protection

Konica Minolta MarketPlace Apns

AN

(Reference)

HDD encryption Algorithm (AES)

es
(AES128/256
)

es
(AES128/256)
*22

Yes
(AES256)

Yes
(AES256)

Yes
(AES256)

Yes
(AES256)

Yes
(AES256)

Yes
(AES256)

es
(AES128/256
)

es
(AES128/256
)

es
(AES128/256
)

Yes
(AES256)

Yes
(AES256)

Yes
(AES256)

Yes
(AES256)

Yes
(AES256)

Yes
(AES256)

SSD encryption Algorithm (AES)

Yes
(AES128)
*23

Yes
(AES128)
*23

Yes
(AES256)

Yes
(AES256)

Yes
(AES256)

Yes
(AES128)
#23

Yes
(AES256)

Yes
(AES256)

Yes
(AES256)

Yes
(AES256)

Yes
(AES256)

Yes
(AES256)

Yes
(AES256)

Yes
(AES256)

uSD encruntinn Alaarithm (AFS)

*2* "Fncruntion function of data in HDD" is not sunnorted. Data nracessed hv Scan to HNN is comnressed hv aeneral format. Onlv manaaement data is deleted when ioh dara is outnut or transferred. and the data itself is not deleted

*17: Can be used for onlv snecific annlications.
*19: Client certificate is sunnorte

*21: This function is enabled when AU201+PaaeScone MvPrintManaaer is connected
#22" loh storaae area (imaae dara) is 256 hit / otherwise 128 hits

*23: Encrvnt machine settina information
*24° ISR use settina is excluded




